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Proble m

Various  s e c urit y  prot oc o ls  e xis t  at  diffe re nt
laye rs  in  t he  OSI fram e work.

• m ay  be  c o n fus in g

• im ple m e n t in g at  t h e  wro n g lay e r m ay  be :

• we ak

• in e ffi c ie n t

• diffi c ult  t o  adm in is t e r
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Solut ion

Se le c t  a prot oc o l wh ic h  ope rat e s  at  t he  laye r wh ic h
be s t  m e e t s  t he  po lic y  re quire m e nt s  o f t he
applic at ion  be ing prot e c t e d.

• t h e  be s t  s o lut io n  fo r applic at io n A m ay  n o t
be  t h e  be s t  fo r applic at io n B

• in  s o m e  c as e s ,  t h e  be s t  s o lut io n  m ay
c o m bin e  m o re  t h an  o n e  s e c urit y  pro t o c o l
(e .g. a p p lica t ion -la yer  s ign a tu re on  con ten t
with  t r a n s p or t -la yer  en cryp t ion  for  p r iva cy)
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Sam ple  Sc e nario
St ore  and Forward Se rve r

author
client server reader

clientnetwork network

content content
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No Se c urit y

HTTP HTTP HTTP HTTP
TCP TCP TCP TCP
IP IP IP IP

author
client server reader

clientnetwork network

content content

trusted
security layer
untrusted
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Ne t work Laye r Se c urit y

IPSEC IPSEC IPSEC IPSEC

HTTP HTTP HTTP HTTP
TCP TCP TCP TCP

IP IP IP IP

author
client server reader

clientnetwork network

content content

trusted
security layer
untrusted



Willia m  R. Soley, Com pa r is on  of Secu r ity La yers  for  Store a n d  Forwa rd  Scen a r ios
IEEE We t  Ic e  ‘9 6 , S ta n ford  CA, J u n e 19 -21 , 1996 7  o f 1 0 microsystems

Trans port  Laye r Se c urit y

SSL SSL SSL SSL
HTTP HTTP HTTP HTTP

TCP TCP TCP TCP
IP IP IP IP

author
client server reader

clientnetwork network

content content

trusted
security layer
untrusted
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Applic at ion  Laye r Se c urit y

PGP PGP
HTTP HTTP HTTP HTTP
TCP TCP TCP TCP
IP IP IP IP

author
client server reader

clientnetwork network

content content

trusted
security layer
untrusted
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Com paris on

fe at ure s e c urit y  lay e r
n e t wo rk t ran s po rt applic at io n

a u th or  a u th en t ica t ion n o* b y s erver b y r ea d er
r ea d er  a u th en t ica t ion n o* b y s erver b y s en d er
s erver  a u th en t ica t ion b y clien t b y clien t n / a
con ten t  in tegr ity ea ch  h op ea ch  h op en d  to en d
n on rep u d ia t ion  of a u th ors h ip n o n o yes
p r iva cy s ca les  to m a n y r ea d ers yes yes n o
s ecu re th rou gh  ca ch in g p roxy n o n o yes
t ra ffic a n a lys is  exp os u re IP a d d r TCP p or t URL
n eed  to m od ify a p p lica t ion *n o s om e yes
n eed  k er n el s u p p or t yes n o n o
n egot ia b le cryp to a lgor ith m s yes yes n o
s erver  m u s t  b e t ru s ted yes yes n o
s erver  n eed  cryp to cod e yes yes n o
s erver  CPU requ ir em en t h igh h igh low
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Conc lus ion
For s t ore  and forward:

• applic at io n -lay e r is  favo rable  fo r
aut h e n t ic at io n / in t e grit y / n o n re pudiat io n

• applic at io n -lay e r privac y  is  pro h ibit ive ly
e xpe n s ive  fo r large  n um be r o f re c ipie n t s ,
but  is  favo rable  fo r jus t  a fe w re c ipie n t s

• t ran s po rt  an d applic at io n -lay e r privac y
c o o pe rat in g t o ge t h e r m igh t  s o lve  t h e
s c alin g pro ble m  wh ile  pre s e rvin g s o m e  o f
t h e  advan t age s  o f applic at io n -lay e r privac y

• n e t wo rk-lay e r s e c urit y  is  favo rable  wh e n
applic at io n  t ran s pare n c y  is  n e e de d


